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ABSTRACT: It is the contention of this paper that a 
uniform mechanism can support the notions of view, 
authorization and locking. A particular mechanism is 
described where rectangular views are built through the 
data definition and manipulation facility of the high- 
level relational language SEQUEL. Both authorization 
and lock description are then handled by attaching access 
qualifiers to the columns of the views. 



INTRO DUCT I O N  

I n  t h e  i n t e r e s t  of b rev i ty  w e  assu,me t h a t  t h e  r e a d e r  i s  

f a m i l i a r  w i th  t h e  no t ion  o f  a r e l a t i o n a l  d a t a  base. I n  

p a r t i c u l a r ,  w e  assume a f a m i l i a r i t y  with  t h e  work of Codd 

/1,2,3,4,5/  and Boyce and Chamberlin /6,7,8/. The examples 

i n  t h i s  paper w i l l  be drawn from a da.ta base which d e s c r i b e s  

a department s t o r e  and c o n s i s t s  of  three r e l a t i o n s :  

EMP (NAME, SAL ,MGR , DEPT) 
SALES (DEPT, ITEM, VOL) 
LQC ( DEPT , FLOOR) 

The EMP r e l a t i o n  has  a row f o r  each employee, g iv ing  h i s  

name, s a l a r y ,  manager* s name, and department. The SALES 

r e l a t i o n  g ives  t h e  d o l l o r  volume of each i t e m  s o l d  by each 

department. The LOC r e l a t i o n  g ives  t h e  f l o o r  on which each 

department i s  loca ted .  

I n  / 6 /  and /7/, Boyce and Chamberlin in t roduce3  SEQUEL, a 

d a t a  sublanguage based on Engl ish keywords and in tended  f o r  

i n t e r a c t i v e  problem-solving by use r s  who a r e  not computer 

s p e c i a l i s t s .  SEQUEL is a u n i f i e d  da ta  d e f i n i t i o n  and d a t a  

manipulation language, based on t h e  concept of a mapping, 

which a l lows  u s e r s  t o  select c e r t a i n  a t t r i b u t e s  from t h o s e  

rows of a t a b l e  which s a t i s f y  some c r i t e r i o n .  For example, 

t h e  u s e r  may reques t  t h e  names and s a l a r i e s  of  a l l  employees 

i n  t h e  shoe department: 

SELECT NAME , SAL 
FROM EMP 
WHERE DEPT = * shoe* ; 

SEQUEL a1 so a l lows  a t t i b u t e s  t o  be s e l e c t e d  from two o r  more 

t a b l e s  which have been joined together according t o  some 



s t a t e d  c r i t e r i o n .  For example: 

SELECT NAME , FLOOR 
FROM EMP , LOC 
WHERE EMP. DEPT = LOC.DEPT; 

produces a t a b l e  of t h e  names and f l o o r s  of each employee by 

jo in ing  EMP and LOC on t h e  DEPT column. (For a  more complete 

t rea tment  o f  joins ,  see /4/ and /6/.) 

This  paper may be viewed a s  an ex tens ion  o f  t h e  i d e a s  i n  

7 which developed t h e  concept of view and showed i t s  

a p p l i c a b i l i t y  t o  e x t e n s i b l e  da ta  s t r u c t u r e s ,  au tho r i za t ion ,  

and i n t e g r i t y  c o n s t r a i n t s ,  and / 1 4 / ,  which d iscussed  t h e  

problems of locking r e l a t i o n s  and concluded t h a t  one must  

l ock  l o g i c a l  subse t s  of r e l a t i o n s .  

RELATIONS AND VIEWS Def in inq  r e l a t i o n 2  

The SEQUEL system p o s t u l a t e s  a  f i n i t e  c o l l e c t i o n  o f  base  

r e l a t i o n s .  The d e s c r i p t i o n  of a  r e l a t i o n  inc ludes  a  list of 

named columns. Each column (e.g. SAIL) has  t h e  a t t r i b u t e s  

scope (e.g. posi t ivd- integer)  , comparabi l i ty  (e.g- 

moneykime) , u n i t s  (e.g. do l l a r s /yea r )  , r e p r e s e n t a t i o n  (e. g. 

DECIMAL (6) ) and r o l e  d e s c r i p t i o n  (e. g. "year ly  compensation 

f o r  s e r v i c e s  renderedtq) . 
The formal  d e f i n i t i o n  of EMP might be: 

DEFINE EMP TABLE AS: 
NAME (SCOPE=ALPHA (*) , DOMAIN=NAME,REPR=cHAR (*) ) , 
SAL (SCOPE=POS INT, DOMAIN=MONEY , UNITS=DOUARS , REPR=DEZ (6) ) , 
MGR LIKE NAME; 
DEPT LI KE NAME EXCEPT (DOMA:IN=DEPARTMENT) , 
KEY = NAME, 
ORDER = ASCENDING NAME, 
I N D E X  NAME; 

where t h e  express ions  to  handle  NAME, MONEY, POS-INT and 



DOLLARS have been prev ious ly  defined. 

Def i.ninq views 

Simple v a r i a t i o n s  of base r e l a t i o n s  may be obtained by: 

(a) Renaming o r  permuting columns; 

(b) Converting u n i t s  o r  r ep re sen ta t ion  of a  column; 

(c) S e l e c t i n g  t h a t  subse t  o f  t h e  rows o f  a  r e l a t i o n  which 

s a t i s f y  some p red ica t e ;  

(d) P ro j ec t ing  o u t  some columns of a  r e l a t i o n  

(e) Linking e x i s t i n g  r e l a t i o n s  t oge the r  i n t o  jo ins ,  

h i e r a r c h i e s  o r  networks which can then be viewed a s  a  

s i n g l e  l a r g e r  t ab l e .  

such v a r i a t i o n s  can be ob ta ined  us ing  t h e  data  d e f i n i t i o n  

f a c i l i t y .  For example, 

DEFINE ITALIAN-EMP TAELE AS: 
LIKE EMP EXCEPT (SAL. UNITS=LIRA, SAL. REP=DEC (9)  ) ; 

d e f i n e s  a  view of I t a l i a n  employees pa id  i n  l i r a  and expands 

t h e  r ep re sen ta t ion  f i e l d  appropr ia te ly .  The rea f t e r ,  

ITALIAN-EMP may be used a s  a  r e l a t i o n .  It may b e  placed 

anywhere i n  a  SEQUEL sta tement  t h a t  one could p l ace  t h e  base  

r e l a t i o n  EMP. A l l  f e t c h e s  from ITALIAN-EMP w i l l  have t h e  

s a l a r y  f i e l d  converted from d o l l a r s  t o  l i r a .  A l l  stores i n t o  

ITALIAN-EMP w i l l  s t o r e  t u p l e s  i n t o  EMP with t h e  s a l a r y  f i e l d  

converted from l i r a  t o  do l l a r s .  

TO g i v e  a  more s o p h i s t i c a t e d  example, t h e  t a b l e  of employees 

and t h e i r  l o c a t i o n s  i s  def ined by: 



DEFINE EMP-LOC TABLE A S  : 
SELECT EMP , LOC 
WHERE EMP-DEPT = LOC, DEPT; 

T h i s  s t a t e m e n t  d e f i n e s  t h e  view: 

EMP-LOC (NAME, SAL,MGR,DEF'T,FLOOR). 

Any SEQUEL query  e v a l u a t e s  t o  a v i r t u a l  r e l a t i o n  which may 

b e  d i s p l a y e d  on t h e  u s e r ' s  s c r e e n ,  f e d  t o  a  f u r t h e r  query ,  

d e l e t e d  from an e x i s t i n g  r e l d t i o n ,  i n s e r t e d  i n t o  an  e x i s t i n g  

r e l a t i o n ,  o r  cop ied  t o  form a  new b a s e  r e l a t i o n .  More 

i m p o r t a n t l y  f o r  t h i s  d i s c u s s i o n ,  t h e  q u e r y  d e f i n i t i o n  may b e  

s t o r e d  a s  a named view. The p r i n c i p a l  d i f f e r e n c e  between a  

copy and a view is t h a t  u p d a t e s  t o  t h e  o r i g i n a l  r e l a t i o n s  

which produced t h e  v i r t u a l  r e l a t . i o n  w i l l  be r e f l e c t e d  i n  t h e  

view h u t  w i l l  n o t  a f f e c t  t h e  copy. The view is a dynamic 

p i c t u r e  of a  query ,  whereas a copy is a  s t a t i c  ~ i c t u r e .  

There  i s  a need f o r  both v iews and c o p i e s .  Someone want ing  

t o  r e c o r d  t h e  monthly s a l e s  volume might  nun the f o l l o w i n g  

t r a n s a c t i o n  a t  t h e  end of e a c h  month: 

MONTHLY-VOLUME(UEPT,VOL) = SELECT DEPT , SUM(V0C) 
FROM SALES GROUPED BY DEPT; 

which computes t h e  d o l l a r  volume of e a c h  d e p a r t m n t .  The new 

b a s e  r e l a t i o n  MONTHLY-VOLUME is  d e f i n e d  t o  h o l d  t h e  answer,  

and i t s  columns i n h e r i t  t h e  a t t r i b u t e s  o f  t h e  SALES 

r e l a t i o n .  On t h e  o t h e r  hand, t h e  c u r r e n t  volume can b e  

g o t t e n  by t h e  view: 

D E F I N E  CURRENT-VOLUME (DEPT, VOL) TABLE AS : 
SELECT DEPT , SUM ('VOL) 
FROM SALES GROUPED BY DEPT; 

T h e r e a f t e r ,  any u p d a t e s  t o  SALES w i l l  b e  r e f l e c t e d  i n  t h e  

CURRENT - VOLUME view. Again, CURRENT-'VOLUME may be used i n  



t h e  same ways base r e l a t i o n s  can b e  used. For example one 

can compute t h e  d i f f e r ence  between t h e  c u r r e n t  and monthly 

volume. 

The semant ics  of views a r e  q u i t e  simple. V i e w s  i n  SEQUEL can 

be supported by a  p rocess  o f  s u b s t i t u t i o n  i n  t h e  a b s t r a c t  

syn tax  (pa r se  t r e e )  of t h e  s ta tement .  Each t i m e  a  view i s  

mentioned, it i s  replaced by i ts  d e f i n i t i o n .  This f i t s  w e l l  

wi th  t h e  no t ion  of nes ted  mappings. The rea f t e r ,  t h e  SEQUEL 

compiler and i n t e r p r e t e r  can t r e a t  views and nes ted  mappings 

i n  a  uniform way. 

To summarize then ,  any query e v a l u a t e s  t o  v i r t u a l  r e l a t i o n .  

Naming t h i s  v i r t u a l  r e l a t i o n  makes it a  view. The rea f t e r ,  

t h i s  view can be used a s  a  r e l a t i o n .  This  a l lows  views t o  be 

de f ined  a s  row and column s u b s e t s  of r e l a t i o n s ,  s t a t i s t i c a l  

summaries of r e l a t i o n s ,  named j o i n s ,  h i e r a r c h i e s  and 

networks of r e l a t i o n s .  This  mechanism c o n t r i b u t e s  t o :  

(a)  Data independence: g iv ing  progra.ms a  l o g i c a l  view of 

d a t a ,  thereby  i s o l a t i n g  them from d a t a  reorganiza t ion .  

(b) Data i s o l a t i o n :  g iv ing  t h e  program e x a c t l y  t h a t  s u b s e t  

o f  t h e  d a t a  it needs, thereby  minimizing e r r o r  

propagation.  

V i e w s  and update  -- 
Since on ly  base r e l a t i o n s  a r e  a c t u a l l y  s to r ed ,  on ly  base  

r e l a t i o n s  can be phys i ca l l y  updated. To make an update  v i a  a  

view, it must be p o s s i b l e  t o  propagate t h e  updates down t o  

t h e  t h e  under ly ing  base r e l a t i o n s .  Any view can suppor t  r e a d  

opera t ions .  



I f  t h e  view is very  s imple  (e.g. ITALIAN-EMP above) t h e n  

t h i s  is s t r a igh t fo rward .  If t h e  view is a  one-to-one mapping 

of t u p l e s  i n  some base r e l a t i o n  b u t  some columns of t h e  base  

a r e  missing from t h e  view, t h e n  update and d e l e t e  p r e sen t  no 

problem b u t  i n s e r t  r e q u i r e s  t h a t  t h e  unspec i f ied  

( " i n v i s i b l e t t )  f i e l d s  of t h e  new t u p l e s  i n  t h e  base r e l a t i o n  

be f i l l e d  i n  with t h e  ttundefinedll value.  This  may o r  may n o t  

b e  allowed by t h e  i n t e g r i t y  c o n s t r a i n t s  on t h e  base  

/ 
v r e l a t i o n .  

Beyond t h e s e  very s imple  rules, propagation of updates  from 

views t o  base r e l a t i o n s  becomes compllicated, dangerous, and 

sometimes i s  impossible  /5/. Views der ived  from j o i n s  a r e  

no t  t h i r d  norma 1 form r e  l a  t i o n s ,  / 31 and hence n e c e s s a r i l y  

have unpleasan t  update p rope r t i e s .  The t y p e s  of updates 

which can  be supported fo r  va r ious  t y p e s  of view w i l l  be 

d i scussed  i n  a  forthcoming paper. The fol lowing bas i c  

p r i n c i p l e s  unde r l i e  our  approach t o  t h e  problem: 

uniqueness ru le :  A n  i n s e r t i o n ,  d e l e t i o n ,  o r  update  t o  a  view 

is permi t ted  on ly  i f  t h e r e  i s  a unique ope ra t i on  which 

can be app l ied  t o  t h e  underlying base r e l a t i o n s  and 

which w i l l  r e s u l t  i n  e x a c t l y  the s p e c i f i e d  changes t o  

the u s e r o s  view. 

r e c t a n q l e  ru l e :  An i n s e r t i o n ,  d e l e t i o n ,  o r  update v i a  a  view 

must a f  f e c t  on ly  informa t i o n  v i s i b l e  w i th in  t h e  

r e c t a n g l e  of t h e  view. 

These r u l e s  a r e  i l l u s t r a t e d  by t h e  fo l lowing  examples : 

DEFINE MY DEPT TABLE AS: 
SELECT EMP , LOC 



WHERE EMP.DEPT = M C .  D E W  
AND EMP.MGR = USER ; 

where USER i s  a  v a r i a b l e  s e l e c t e d  f rsom t h e  p r o f i l e  of t h e  

u s e r  of t h i s  program, This  view i s  b u i l t  from t h e  join  of 

t h e  two base  r e l a t i o n s  EMP and LOC. I t  al lows one t o  see t h e  

name, s a l a r y ,  manager, department, and f l o o r  of each  

employee who r e p o r t s  d i x e c t l y  t o  t h e  named user .  I f  t h e  

manager's name i s  Smith, it d e f i n e s  t h e  rec tangle :  

NAMExPOS-INTx ( O  Smith' ) xDEPARTMENTxFLOOR which i s  a subse t  of 

t h e  c a r t e s i a n  product which u n d e r l i e s  t h e  ENP-LOC r e l a t i o n  

de f ined  previously .  No a c t i o n s  using t h e  MY-DEPT view can 

a f f e c t  a  t u p l e  o u t s i d e  t h i  s r ec t ang le .  The SEQUEL 

s ta tement :  

DELETE MY-DEPT 
WHERE SAL > 15000; 

would no t  d e l e t e  a l l  over-paid emp:Loyees; it would on ly  

d e l e t e  t h o s e  overpa id  employees who work f o r  Smith. I t  

r e a l l y  t r a n s l a t e s  i n t o  t h e  s ta tement :  

DELETE EMP 
WHERE SAL > 15000 

AND MGR = "mith'; 

S ince  NAME i s  a  key f o r  EMP and DEPT is a key f o r  LOC, 

MY-DEFT i s  a  simple view which suppor t s  update, d e l e t e  and 

i n s e r t .  O f  course ,  any t u p l e  Smith up'dates must have manager 

Smith before  and a f t e r  t h e  update,  S i m i l a r l y ,  any t u p l e  he  

i n s e r t s  must have manager Smith, and h e  can o n l y  delete 

t u p l e s  with manager Smith. Each of  t h e s e  r e s t r i c t i o n s  d e r i v e  

from t h e  r e c t a n g l e  r u l e .  

To g i v e  an example of t h e  uniqueness r u l e ,  imagine t h a t  



t h e r e  i s  an employee who works i n  a department not  l i s t e d  i n  

t h e  LOC r e l a t i o n .  For example, suppose t h e  t u p l e  

(SCOTT, 1 4000, SMITH,BOOK) appears  i n  t h e  EMP r e l a t i o n  b u t  

t h a t  t h e r e  is no book depatrment i n  t h e  LOC r e l a t i o n .  

Because of t h i s ,  SCOTT w i l l  not  appeaz i n  t h e  j o i n  ( i n  t h e  

v i r t u a l  EMP - LOC r e l a t i o n  def ined  prev ious ly)  and so SCOTT 

w i l l  not  appear  i n  Smith 's  view MY--DEPT (which i s  a row 

s u b s e t  of t h e  EMP-LOC r e l a t i o n )  . Now i f  Smith i n s e r t s  t h e  

t u p l e  (FITZGERALD, 1300, SMITH, BOOK ,5) i n t o  h i s  MY-DEPT view, 
1 

t h i s  might b e  im~lemented  by i n s e r t i n g  

(FITZGERALD, 13000 ,SMITH,BOOK) i n t o  13IP and (BOOK, 5) i n t o  
w 

LOC. These i n s e r t s  would add both F i t z g e r a l d  and S c o t t  t o  

I Smith 's  view s i n c e  t h e y  would add both t o  t h e  join.  T h i s  

I Itside e f f e c t "  i s  i n  v i o l a t i o n  of  t h e  uniqueness r u l e .  
0 

Because of t h e  p o s s i b i l i t y  of such s i d e  e f f e c t s ,  t h e  MY-DEPT 

view cannot suppot* i n s e r t i o n s .  

Another a p p l i c a t i o n  s f  the uniqueness r u l e  d i s a l l ows  suppor t  

of i n s e r t  or update to t h e  CURRENT-VOLUME v i e w  def ined  

prev ious ly ,  because t h e r e  i s  n o t  a unique way of propagat ing 

an  updated SUM(V0L) t o  updates  on t h e  i n d i v i d u a l  VOL e n t r i e s  

i n  t h e  base SALES r e l a t i o n ,  

AUTHORIZATION 

I f  only one u se r  h a s  access  to  a da t a  base, t h e r e  s e e m s  

l i t t l e  p o i n t  i n  having any a u t h o r i z a t i o n  mechanism beyond 

a u t h e n t i c a t i o n  on e n t r y ,  a l though one s t i l l  wants views f o r  



t h e  reasons  cf conversion,  i s o l a t i o n ,  e tc., l i s t e d  above. 

However, i f  s e v e r a l  people expect  t o  s e l e c t i v e l y  s h a r e  d a t a  

t hen  t h e r e  must be some mechanism t o  p r o t e c t  and a u t h o r i z e  

access .  S ince  one of t h e  m e r i t s  o f  a r e l a t i o n a l  da t a  base  

system is  s i m p l i c i t y ,  we want a  simple mechanism t o  

dynamically c r e a t e  and sha re  r e l a t i o n s .  This  s i m p l i c i t y  i s  

important  f o r  a  community of i nd iv idua l s  who c o n t r o l  t h e i r  

own da t a ,  a s  w e l l  a s  f o r  a  more c e n t r a l l y  c o n t r o l l e d  system 

where a u t h o r i z a t i o n  i s  handled by a  (human) d a t a  base  

admin i s t r a to r .  Following s tandard  p r a c t i c e  /7,9,10,11/ w e  

use  t h e  view mechanism a s  t h e  b a s i s  of t h e  a u t h o r i z a t i o n  

mechanism. The use r  has  a  ca t a log  of named (base  and 

v i r t u a l )  r e l a t i o n s .  These g i v e  h i s  on ly  acces s  t o  t h e  d a t a  

base. Each tire a  u s e r  d e f i n e s  a  new base r e l a t i o n ,  a  f u l l y  

au thor ized  view of  it is  placed i n  his ca ta log .  The k inds  of 

a u t h o r i z a t i o n  we recognize  a r e :  

GRANT: t h e  a b i l i t y  t o  g r a n t  this view t o  someone e l s e  o r  

d e f i n e  a  view on t o p  of t h i s  view. 

REVOKE: t h e  a b i l i t y  t o  s e l e c t i v e l y  reduce o r  revoke 

a u t h o r i z a t i o n s  t o  t h i s  view. 

DESTROY: t h e  a b i l i t y  t o  des t roy  t h i s  view. 

INSEPT: t h e  a b i l i t y  t o  i n s e r t  i n t o  t h i s  view. 

DELETE: t h e  a b i l i t y  t o  d e l e t e  t u p l e s  i n  t h e  view. 

And f o r  each column of  t h e  view: 

UPDATE: t h e  a b i l i t y  t o  update  va lues  i n  t h i s  column. 

W e  do n o t  d i s t i n g u i s h  read a c c e s s  beccaus e r ead  r e s t r i c t  i o n  

can be g o t t e n  by e l imina t ing  columns from a  view. A l l  



columns i n  a view a r e  readable .  Also,, we do no t  d i s t i n g u i s h  

" s t a t  i s t i c a l f *  acces s  or f 'manipulative" access.  A l l  known 

proposa ls  f o r  such acces s  c o n t r o l  a r e  complicated t o  

under s t and  and ea sy t o  subver t .  Owenis /12/ and Stonebraker  

/13/  both p r e s e n t  a convincing c a s e  a g a i n s t  d i s t i n g u i s h i n g  

s t a t i s t i c a l  access .  Our approach to  s t a t i s t i c a l  a c c e s s  is t o  

use t h e  view mechanism. For example, t h e  CURRENT-VOLUME view 

descr ibed  above g i v e s  only s t a t i s t i c a l  a c c e s s  to  t h e  SALES 

r e l a t i o n  i n  a very simple and unders tandable  way. 

Update a u t h o r i z a t i o n  i s  a t t ached  t o  t h e  columri of a view 

r a t h e r  than  t o  t h e  e n t i r e  view. S ince  r e l a t i o n a l  o p e r a t o r s  

d i s t r i b u t e  over  a view, touching  each t u p l e ,  it makes sense  

t o  au tho r i ze  each v i s i b l e  t u p l e  m i £  ormly. However, some 

f i e I d s  (columns) w i t h i n  a t u p l e  are more s e n s i t i v e  t h a n  

o the r s .  For example, a manager may be au thor ized  only t o  

r ead  t h e  name and s a l a r y  of an e m ~ l o y e e  bu t  t o  update  t h e  

f l o o r  of an employee i n  t h e  MY-DEPT view. 

So each column of a r e l a t i o n  has  t h e  a t t r i b u t e s :  scope,  

comparab i l i ty ,  u n i t s ,  r ep re sen t a t i on ,  r o l e  d e s c r i p t i o n ,  

and update  authogrization. The view i t s e l f  c a r r i e s  t h e  

a d d i t i o n a l  a t t r i b u t e s :  g r a n t ,  revoke, des t roy ,  i n s e r t ,  and 

d e l e t e .  

Base r e l a t i o n s  when c rea t ed  have a l l  f i e l d s  updatable  and 

a r e  f u l l y  au thor ized  f o r  a l l  opera t ions .  The c r e a t o r  may 

immediately d e f i n e  a view with  non-updatable keys by ( f o r  

example) : 

DEFINE EYPLOYEE TABLE AS: 
LIKE EMP EXCEPT (NAME-UPDATE = 'NO') ; 



A der ived  view never has g r e a t e r  au tho r i za t ion  than  i t s  

pa ren t  view. I f  t h e  view i s  n o t  simple, then  it 

automat ica l ly  l o s e s  i n s e r t ,  d e l e t e ,  and update 

au tho r i za t ion .  Th i s  i s  a  good example of t he  i n t e r p l a y  

between a u t h o r i z a t i o n  and views. 

Grantinq and revoking au tho r i za t ion  

Granting t h e  8MPIX)YEE view t o  Jones  conceptua l ly  p l aces  a  

copy of t h e  EMPLOYEE d e f i n i t i o n  i n t o  Jones '  c a t a l o g  of 

r e l a t i o n s .  

Any use r  having g r a n t  a u t h o r i t y  t o  EMPLOYEE can g r a n t  it t o  

another  user  with  t h e  same o r  reduced au tho r i ty .  For 

example: 

/BASE GRANT EMPLOYEE TO JONES : 
(GRANT = 'NO* , REVOKE = 'NO* , DESTROY = 'NO'); 

This  allows Jones  t o  use  EMPLOYEE, i n s e r t i n g  i n  it, d e l e t i n g  

from it, updating it, but prevents  him from des t roy ing  t h e  

view or revoking it from someone else. Also it prevents  him 

from g ran t ing  t h e  view t o  another  o r  de f in ing  a view on t o p  

of EMPLOYEE. (Otherwise Jones  could d e f i n e  an i d e n t i c a l  view 

and g r a n t  t h a t  view.) I f  Jones  a l ready  has  a  r e l a t i o n  named 

EMPLOYEE, t h e  g ran t  w i l l  f a i l .  

Since Jones probably does n o t  have t h e  r e l a t i o n  EMP i n  h i s  

c a t a l o g  and s i n c e  EMPLOYEE i s  def ined i n  t e r m s  of EMP, t h e  

view must be i n t e r p r e t e d  i n  t h e  contex t  of t h e  def iner .  On 

t h e  o t h e r  hand, t h e  v a r i a b l e  USER i n  t h e  d e f i n i t i o n  of 

MY-DEFT is l o c a l  t o  t h e  u s e r  of  t h e  view. Standard 



mechanisms a r e  used t o  d i s t i n g u i s h  t h e  def i n e r t  s con tex t  

from t h e  u s e r ' s  contex t .  

A second i s s u e  i s  revocat ion.  When t h e  d e f i n e r  des t roys  a  

view, it i s  de l e t ed  from t h e  ca t a log  of a l l  u se r s  t o  whom it 

was granted.  Th i s  a l s o  i n v a l i d a t e s  a l l  views which d e r i v e  

from t h a t  view. When anyone with revoke a u t h o r i t y  modi f ies  

t h e  au tho r i za t ion  of a  view, t h a t  modi f ica t ion  is aga in  

propagated t o  a l l  views der ived  from t h a t  view. Fur ther ,  

anyone with revoke a u t h o r i t y  f o r  the  view may s e l e c t i v e l y  

revoke access  t o  t h e  view. For example: 

REVOKE EMPLOYEE FROM JONES; 

revokes Jonesa  acces s  t o  EMPLOYEE. One may imagine base 

r e l a t i o n s  and views organized i n t o  a  hierarchy.  If one view 

e n t r y  i s  gran ted  from another  o r  i s  def ined  i n  terms of 

another ,  then  changes i n  t h e  parent  w i l l  a f f e c t  t h e  c h i l d  

and i t s  descendants.  

Checkinq a u t h o r i z a t i o n  

When a  t r a n s a c t i o n  i s  "compiledm one may t e l l  by t h e  syntax 

of t h e  s ta tement  which views a r e  used by t h e  t r a n s a c t i o n  and 

f o r  each view one can e s t a b l i s h  whether i t  i s  being gran ted ,  

revoked, read,  i n s e r t e d  i n t o ,  de l e t ed  from o r  updated. W e  

be l i eve  t h a t  much a u t h o r i z a t i o n  w i l l  b e  va lue  dependent and 

t h e r e f o r e  must b e  checked a t  t h e  t i m e  the t r a n s a c t i o n  i s  

run. For example, i f  a  view is q u a l i f i e d  by a  s e l e c t i o n  

c r i t e r i o n  then  each t u p l e  which is  i n s e r t e d ,  d e l e t e d  o r  

updated must s a t i s f y  t h i s  c r i t e r i o n ,  For example a l l  t u p l e s  



e n t e r i n g  and leav ing  MY-DEPT must be  clhecked t o  see t h a t  t h e  

value of t h e  MGR f i e l d  is t h e  name of t h e  person running t h e  

t r a n s  ac t ion .  

The e n t i r e  SEQUEL system i s  caref  u1l.y cons t ruc t ed  s o  t h a t  

mappings can b e  e a s i l y  and uniformly composed. Once t h e  

update,  i n s e r t ,  o r  d e l e t e  i s  resolved t o  t h e  underlying 

views, t h e  t r a n s l a t e d  t u p l e s  a r e  t e s t e d  a g a i n s t  t h e  

s e l e c t i o n  c r i t e r i a  f o r  t h e  r e c t a n g l e s  of t h o s e  views. T h i s  

process  cont inues  r e c u r s i v e l y  u n t i l  on ly  base r e l a t i o n s  

remain. I f  au tho r i za t ion ,  t h e  uniqueness r u l e  o r  t h e  

r e c t a n g l e  r u l e  i s  compromised a t  any s t e p ,  t h e  ope ra t ion  

f a u l t s .  If a t r a n s a c t i o n  t r ies  t o  s t o r e  o u t s i d e  i t s  view, it 

is  given a p ro t ec t ion  exception.  If it tries t o  r e a d  o u t s i d e  

i ts  view, it is given t h e  empty s e t  a s  a response. 

LOCKING 

I f  s e v e r a l  concurrent  t r a n s a c t i o n s  acces s  common d a t a  t h e n  

t h e r e  must be some pro tocol  t o  synchronize t h e i r  accesses.  

This  pro tocol  should & i n v i s i b l e  to $& user.  The system i s  

r e spons ib l e  f o r  dec id ing  what locks  a r e  r equ i r ed  and whether 

t h e y  should be shared o r  exc lus ive  l o c k s  ( read o r  write 

access ) .  Usually,  a SEQUEL sta tement  i s  the u n i t  of 

cons is tency  and locks  a r e  r e l ea sed  a t  the end of a 

s ta tement  . To g e t  cons is tency  t h a t  spans mu l t ip l e  SEQUEL 

sta tements ,  t h e  u s e r  may bracke t  t h e  sequence of s t a t emen t s  

by the verbs:  BEGIN-TRANSACTION and hJD-TRANSACTION. I f  two 

use r s  each want t o  change t h e  same da ta ,  one must w a i t  f o r  



t h e  o t h e r  t o  f i n i s h .  Under c e r t a i n  circumstances,  one u s e r  

may be forced  t o  backup t o  t h e  beginning of h i s  t r a n s a c t i o n .  

If  t h e  t r a n s a c t i o n  has  no t  done any t e rmina l  input -output  

t h i s  is i n v i s i b l e  t o  t h e  u s e r  (except  t h a t  t h e  t r a n s a c t i o n  

t a k e s  a  long t i m e ) .  I f  t h e  t r a n s a c t i o n  has  done some I / O  

t h e n  backup w i l l  be automatic  bu t  v i s i b l e .  The i s s u e s  of 

deadlock de t ec t ion ,  preemption, and backup a r e  reso lved  by 

t h e  SEQUEL system us ing  a  p r i o r i t y -  s e n i o r i t y  scheme. 

I n  / 1 4 /  i t  is  shown t h a t  i f  each t r a n s a c t i o n  wants t o  s e e  a  

c o n s i s t e n t  view of  t h e  data base, then locks  must b e  held t o  

t h e  end of t h e  t r ansac t ion .  It is  f u r t h e r  shown t h a t  t h e  use 

of i n d i c e s  r e q u i r e s  t h a t  t r a n s a c t i o n s  lock  e n t i r e  r e l a t i o n s  

o r  t h a t  t h e y  lock l o q i c a l  subse t s  of r e l a t i o n s .  

To see t h a t  t r a n s a c t i o n s  must lock l o g i c a l  r a t h e r  than  

phys ica l  s u b s e t s  of a  r e l a t i o n ,  imagine t h a t  Smith wanted t o  

lock f o r  read acces s  a l l  members of h i s  MY-DEPT view. 

Scanning t h e  EMP r e l a t i o n  and locking a l l  t u p l e s  w i th  

manager Smith would n o t  prevent  a  new t u p l e  wi th  manager 

Smith from e n t e r i n g  t h e  EMP r e l a t i o n .  For example, i f  Smith 

made a  l i s t  of a l l  h i s  employees who make less t h a n  15000 

d o l l a r s  and then  made a  l is t  of a l l  h i s  

employees who make less than  10000 d o l l a r s ,  t h e  second set 

might not  be a  subse t  of t h e  f  k r s t !  This  problem of phantom 

t u p l e s  r e q u i r e s  t h a t  Smith lock  t h e  l o q i c a l  set of t u p l e s  I - 
[ such  t h a t  ER=aSmiM*.  Th i s  suggests  t h e  concept of 

p r e d i c a t e  l ocks  descr ibed  as:  

(RELATION, PREDICATE, ( (F1 ,A1) , . . . (Fn, An) ) ) 



where PREDICATE i s  a  s e l e c t i o n  c r i t e r i o n  g iv ing  a  row subse t  

of the RELATION and t h e  lock r eques t s  access  of t y p e  Ai t o  

f i e l d  Fi.  The k inds  of acces s  a r e  r ead  (shared) and w r i t e  

(exclusive)  . So f o r  example, 

(MY-DEPT, (MGR=' SMITH' &SAL< 100 00) , 
((NAME,read) , (MGR,read) , (SAL,writ.e)) ) , 

i s  a  lock app ropr i a t e  t o  t h e  t r ansac t ion :  

UPDATE MY-DEPT SET SAL = 1.10 * SAL 
WHERE S A L  < 10000; 

which g i v e s  a  1  OX r a i s e  t o  each underpaid employee i n  

Smith's  view. The reason f o r  specifyjmg t h e  kind of access  

t o  each column i s  t o  allow g r e a t e r  concurrency. Reference 

/ 14 /  conta ins  a  deeper d i scuss ion  of t h e  r e s o l u t i o n  of such 

locks.  However t h e i r  s i d  l a r i t y  t o  views should be  obvious. 

Each view desc r ibes  a r e c t a n g l e  of a  ( v i r t u a l  o r  base) 

r e l a t i o n .  S imi l a r ly ,  a  p red ica t e  lock desc r ibes  a r ec t ang le  

of a r e l a t i o n  and t h e  access  a t t r i b u t e s  of t h a t  r ec t ang le ,  

The view, au tho r i za t ion  and lock mechanisms must each 

t r a n s l a t e  ope ra t ions  on a  view t o  ope ra t ions  on base 

r e l a t i o n s .  A l s o ,  the view, authorj -zat ion and t h e  lock  

mechnisms each need t o  check t h a t  ea~ch t u p l e  f a l l s  w i th in  

t h e  r e c t a n g l e s  prescr ibed  by t h e  views and locks. 

I n  most cases ,  locks  w i l l  be f i n e r  than  views ( w i l l  be  

subrec tangles  of views) but  i n  some c!omplex cases  t h e  l ocks  

may extend t o  t h e  e n t i r e  base  r e l a t i o n  because t h e  sof tware  

i s  not  smart enough t o  f i n d  t h e  minimal lock pred ica te .  

Figure  1  i l l u s t r a t e s  t h e  r e l a t i o n s h i p  between p r e d i c a t e  

l ocks ,  au thor ized  views, and t h e  base r e l a t i o n .  



BASE RELATI ON : r 

I - - - - - - - - -  
AUTHORIZED VIEW: 

I MY-DEPT 
I (MGR=' S M I T H q  ) 

I --..----- 

I LK: 
I ' (SAL)15000& 
I I MGR= ' S M I T H  ' ) 
I '  
I I------------- ---- - -- -- - - 

NAME 1 &FFT.- 
SAM 1 I3OOO I JOE I PURCH ... . - 0 . .  ---- ----- .  

CARMEN 9000 
TED 12000 
S U E  1 100C)O 
MERT j 1lOCIO 

-----I--- 
MAX 170CIO 

JENNY ; 16000 
GUS 1 45000 

GUIDO ! 15500 
- - - - -  +-u--- 

.. . --- 
S M I T H  
SMITH 
S M I T H  
SMITH 

---  
S M I T H  
S M I T H  
S M I T H  
S M I T H  

---R- 

.... 
GUN 
CAR 

I GLASS 
T O Y  

FURN 

I DRUG 

Figure  1. Base r e l a t i o n  EMP, viewed from author ized  view 
MY-DEPT and locked with r e s p e c t  t o  'SAL>l 5000 ' in t h a t  view. 
The c a p i t a l  l e t t e r s  a t  t h e  base of each r e c t a n g l e  g i v e  t h e  
a u t h o r i z a t i o n  of t h a t  r e c t a n g l e  f o r  t h a t  column. 

SUMMARY 

V i e w s  prescribe what can be seen. 

Authorizat ion p re sc r ibes  what can be  done t o  what i s  seen. 

Locks a r e  a dynamic kind of au tho r i za t ion  which p r e s c r i b e  

what can be done t o  what i s  seen a t  t h i s  i n s t a n t .  

Each of t h e s e  concepts i s  an  extension of i t s  predecessor  

and a l l  of t hem can be based on the concept of a def ined 

r e l a t i o n  with a q u a l i f y i n g  p red ica t e  (a subrec tangle  of a 

v i r t u a l  r e l a t i o n ) ,  where each column i s  tagged wi th  read o r  

w r i t e  access  and t h e  whole view has a u t h o r i t y  q u a l i f i e r s  

such a s  i n s e r t  and d e l e t e .  



STATUS OF IMPLEMENTATION 

A s i n g l e  u s e r  SEQUEL system wi th  SELECT, INSERT, DELETE, 

DEFINE, i n t e g r i t y  c o n s t r a i n t s ,  and very  s o p h i s t i c a t e d  index 

s e l e c t i o n  was implemented by Morton Astrahan, Don Chamberlin 

and Paul Fehder and has been ope ra t iona l  s i n c e  June 1974. I t  

i s  being experimented with a t  var ious  l o c a t i o n s  w i th in  IBM. 

Current  work is  focused on a concurrent  u s e r  system c a l l e d  

MUSE (_Multiple User SEQUEL Environment) which w i l l  

i nco rpo ra t e  support  f o r  mu l t ip l e  views, and an advanced 

ope ra t ing  system in t e r f ace .  
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